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It has come to our attention that thousands of company executives received e-
mails in mid April that purported to be federal court subpoenas but instead appear to
be part of a “phishing” scam to capture sensitive data. The invalid subpoenas: (a) bear
the seal of the U.S district court and docket numbers from real cases; (b) command an
appearance before a grand; (c) identify the originating e-mail address as
subpoena@uscourts.com; and (d) contain a link with an instruction to “download the

entire document on this matter... and print it for your record.”

The Administrative Office of the U.S Courts posted an alert on its web site that
can be found at www.uscourts.gov. The alert is captioned “Notice: Invalid Subpoena”

and states that e-mails containing grand jury subpoenas are not a valid
communication from a federal court and may contain harmful links. It reminds that
the judiciaries address ends in “.gov” (not “.com”) and states that law enforcement
authorities have been notified. Anyone with information or that receives any e-mails
regarding this, or has any information about the sender of the e-mails contact the
Luzerne County Sheriff’'s Department anonymous tip line at 1-888-796-5519



